DHCP- FreeRADIUS

FreeRADIUS
1 FreeRADIUS , freeradius-dhcp, : FreeRADIUS
(deb. hydra-billing. com. . freeradius , . freeradius-utils, -

user @erver:~$ sudo aptitude update && \
sudo aptitude install freeradius freeradius-utils

FreeRADIUS DHCP-

/etc/freeradi us-dhcp/sites-avail abl e/ dhcp- hydra IP- ,  FreeRADIUS.

letc/freeradius-dhcp/sites-available/dhcp-hydra

server dhcp {
listen {
i paddr = 123.123.123.123
# interface = enD
port = 67
type = dhcp
broadcast = yes
}
dhcp DHCP- Di scover {
# Log the request
I'i nel og-dhcp
update reply {
DHCP- DHCP- Server -l denti fier = 123.123.123.123
DHCP-Fl ags = 0

}
per|
if (ok) {
i f (DHCP-Vendor-C ass-ldentifier =~ /~MSFT/i) {
update reply {
DHCP- Vendor = ' 0x010400000002'
# DHCP- M5- WPAD = ' Oxf c'
}
}
update reply {
DHCP- Message- Type = DHCP- O f er
}
}
el se {
update reply {
DHCP- Message- Type = 0
}
}
# Log the response
I'i nel og-dhcp
ok

}
dhcp DHCP- Request {
# Log the request
I'i nel og- dhcp
update reply {
DHCP- DHCP- Server-1dentifier = 123.123.123.123
DHCP-Fl ags = 0
}
perl


https://wiki.hydra-billing.ru/pages/viewpage.action?pageId=21037307
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if (ok) {
if (DHCP-Vendor-C ass-ldentifier =~ /~MSFT/i) {
update reply {
DHCP- Vendor = ' 0x010400000002
DHCP- M5- WPAD = ' Oxfc

}

update reply {
DHCP- Message- Type = DHCP- Ack

el sif (notfound) {
update reply {
DHCP- Message- Type = DHCP- NAK

el sif (updated) {
update reply {
DHCP- Message- Type = DHCP- NAK

# Log the response

update reply {
DHCP- Message- Type = 0

I'i nel og- dhcp

dhcp DHCP- Rel ease {

#
}
}
}
}
}
}
}
el se {
}
}
ok
}
handl ed
}
dhcp DHCP- | nform {
handl ed
}
dhep {
handl ed
}
post-auth {
}
}

user @erver: ~$ sudo rm/etc/freeradi us-dhcp/sites-enabl ed/ def aul t
sudo rm/etc/freeradi us-dhcp/sites-enabl ed/inner-tunne

cd /etc/freeradi us-dhcp/sites-enabl ed

sudo In -s ../sites-avail abl e/ dhcp- hydra

[ etc/ freeradius-dhcp/radi usd. conf () listen, proxy_request

letc/freeradius-dhcp/radiusd.conf

#listen

Type of packets to listen for
Al | oned val ues are:

aut h
acct

pr oxy
det ai

status

coa

listen for authentication packets

listen for accounting packets

IP to use for sending proxied packets

Read fromthe detail file. For exanples, see
raddb/ si t es-avai | abl e/ copy- acct -t o- honme- server

&& \
&& \

listen for Status-Server packets. For exanples

see raddb/ sites-avail abl e/ st atus
listen for CoA-Request and Di sconnect - Request
packets. For exanples, see the file



# raddb/ si t es- avai | abl e/ coa- server
#
# type = auth
# Note: "type = proxy" lets you control the source |IP used for
# proxyi ng packets, with some limtations:
#
# * A proxy listener CANNOT be used in a virtual server section.
# * You shoul d probably set "port = 0".
# * Any "clients" configuration will be ignored.
#
# See al so proxy.conf, and the "src_ipaddr" configuration entry
# in the sanple "home_server" section. Wen you specify the
# source |P address for packets sent to a home server, the
# proxy listeners are automatically created.
# | P address on which to listen.
# Allowed val ues are:
# dotted quad (1.2.3.4)
# host nane (radi us. exanpl e. com
# wi | dcard (*)
# i paddr = *
# OR, you can use an |Pv6 address, but not both
# at the sane tinme.
# i pv6addr = :: # any. ::1 == |ocal host
# Port on which to listen.
# Al lowed val ues are:
# integer port nunber (1812)
# 0 neans "use /etc/services for the proper port"
# port =0
# Some systens support binding to an interface, in addition
# to the |P address. This feature isn't strictly necessary,
# but for sites with many | P addresses on one interface,
# it's useful to say "listen on all addresses for ethO".
#
# |f your system does not support this feature, you will
# get an error if you try to use it.
#
# interface = ethoO
# Per-socket lists of clients. This is a very useful feature.
#
# The nane here is a reference to a section el sewhere in
# radiusd.conf, or clients.conf. Having the nane as
# a reference allows nultiple sockets to use the sane
# set of clients.
#
# If this configuration is used, then the global list of clients
# is |GNORED for this "listen" section. Take care configuring
# this feature, to ensure you don't accidentally disable a
# client you need.
#
# See clients.conf for the configuration of "per_socket_clients".
#
# clients = per_socket_clients
#}
# This second "listen" section is for listening on the accounting
# port, too.
#
#listen {
# i paddr = *
# i pv6addr =
# port =0
# type = acct
# interface = ethO
# clients = per_socket_clients
#}
proxy_requests = no

#$1 NCLUDE pr oxy. conf



har d- dhcp

/ etc/freeradius-dhcp/ nodul es/ perl har d- dhcp. pm

letc/freeradius-dhcp/modules/perl

perl {
#
# The Perl script to execute on authorize, authenticate,
# accounting, xlat, etc. This is very simlar to using
# 'rlmexec' nodule, but it is persistent, and therefore
# faster.
#
nodul e = ${confdir}/hard-dhcp. pm

}

DHCP- /etc/freeradius-dhcp/ nodul es/linelog :

letc/freeradius-dhcp/modules/linelog

l'inel og Iinelog-dhcp {

filename = ${logdir}/linel og-dhcp.|og

format = ""

reference = "% % reply: DHCP- Message- Type}: - %4 r equest : DHCP- Message- Type} } "

DHCP- Di scover = "%8 --> Transaction-1D: % DHCP- Tr ansacti on-1d} DI SCOVER: [ 9% DHCP-C i ent - Har dwar e- Addr ess}]
via (9% DHCP- Gat eway- | P- Address}), hop count = % DHCP- Hop- Count}, Relay = % DHCP- Rel ay- Renpte-1d}, Hostname = %
{ DHCP- Host nane}"

DHCP-Offer = "% <-- Transaction-1D: 9% DHCP- Transacti on-1d} OFFER %repl y: DHCP- Your - | P- Addr ess} to [ % DHCP-
Cl i ent - Har dwar e- Addr ess}]

DHCP- Request = "%8 --> Transaction-1D: % DHCP- Transacti on-1d} REQUEST: [ % DHCP-C i ent - Har dwar e- Addr ess}]
via (9% DHCP- Gat eway- | P- Address}), hop count = 9% DHCP- Hop- Count}, Relay = % DHCP- Rel ay- Renpte-1d} ..."

DHCP- Ack = "%8 <-- Transaction-ID: % DHCP-Transaction-1d} ACK 9%reply: DHCP- Your - | P- Address} to [ % DHCP-

d i ent - Har dwar e- Address}] ..."

DHCP- NAK = "985 <-- Transaction-ID: % DHCP- Transaction-1d} NAK: [ 9% DHCP-d i ent - Har dwar e- Address}] for %
{request: DHCP-d i ent-I| P-Address}; ..."

0 ="% -/- Transaction-ID: 9% DHCP-Transaction-1d} %request: DHCP- Message- Type} DROPPED: ..."

}

HARD

letc/freeradius-dhcp/hard-dhcp.pm :

letc/freeradius-dhcp/hard-dhcp.pm

# HARD

use constant HARD APl _URL => "http://<hard_i p_addr>: <har d_port >/ <pl ugi n_nanme>/ <pl ugi n_obj ect >"; # APl URL
use constant HARD_AUTH USER => "<hard_| ogi n>"; #
use constant HARD AUTH PASSWORD => "<har d_passwor d>"; #

® <hard_i p_addr>—1IP-, HARD ;

® <hard_port>— , HARD ;

® <plugi n_name>— HARD;

® <plugin_object>— , ;

® <hard_|l ogin>—  HARD;

® <hard_pasword>—  HARD.



letc/freeradius-dhcp/hard-dhcp.pm

# HARD

use constant HARD APl _URL => "http://1ocal host: 11080/ dhcp/ mai n"; # APl URL
use constant HARD_AUTH USER => "hydra"; #

use constant HARD_AUTH PASSWORD => "ql123"; #
RADIUS-

letc/freeradius-dhcp/hard-dhcp.pm  RADIUS-,

letc/freeradius-dhcp/hard-dhcp.pm

# RADI US
use constant HYDRA_AAA SERV => "<radi us_serivce_code>";

® <radius_serivce_code>— RADIUS-.

letc/freeradius-dhcp/hard-dhcp.pm

# RADI US
use constant HYDRA_AAA SERV => " RADI US- DHCP";

[etc/init.d/freeradius-dhcp:

user @erver:~$ sudo /etc/init.d/freeradi us-dhcp <conmand>

<command>

start —
stop— ,
restart —
rel oad — ,
configtest — ,
debug— ().
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