MPD

®* RADIUS-

FreeRADIUS
HARD

®  «»

RADIUS—-

radtest

L]
L]
L]
L]
®* RADIUS- MPD
L]
®  radclient

RADIUS-

, — . HARD «», ,  MongoDB.

1. perl 5.10 .

, perl,

user @erver: ~$ perl -V | grep USE_I THREADS
USE_64_BI T_I NT USE_I THREADS USE_LARGE_FI LES

RADIUS-.

2. (deb. hydra-bil i ng. com.

FreeRADIUS

FreeRADIUS « FreeRADIUS». FreeRADIUS

1., (deb. hydra-bil ling. con:

user @erver:~$ sudo aptitude update

2. FreeRADIUS freeradius freeradius-utils:

user @erver:~$ sudo aptitude install freeradius freeradius-utils

FreeRADIUS, HARD RADIUS- .

1. /etc/freeradius/hard. pm

Hmpo ACP T'uppa
Kam MongoDB


http://www.hydra-billing.ru/tech/radius/
https://wiki.hydra-billing.ru/pages/viewpage.action?pageId=21037307

user @erver:~$ sudo nano /etc/freeradius/hard. pm

2. 45 ,, HARD:

letc/freeradius/hard.pm

ny @HARD_API _URLS = ( # APl URL
"http://1ocal host: 11080/ base/ npd",

)

use constant HARD AUTH USER => "hydra"; #

use constant HARD _AUTH PASSWORD => "(q123"; #

gl23 . APIURL . HARD,

3., 52 RADIUS- , RADIUS-:

letc/freeradius/hard.pm

# RADI US
use constant HYDRA_AAA SERV => "RADI US- VPN";
RADIUS-VPN , . , RADIUS-VPN,, RADIUS-MPD.

4, .
5. /etc/freeradius/clients.conf IP- MPD, RADIUS-.

letc/freeradius/clients.conf

client npd-test {
i paddr = <MPD_I| P- addr ess>
secret = <RADI US_Secr et >

® <MPD_| P- addr ess> — IP— MPD,
® <RADI US Secret>— , RADIUS , RADIUS-.

IP- 127.0.0.1 testing123— .
6. FreeRADIUS:

user @erver:~$ sudo /etc/init.d/freeradius restart

HARD

HARD « HARD».

1., (deb. hydra-bil ling. con:

user @erver:~$ sudo aptitude update

2. HARD hard:

user @erver:~$ sudo aptitude install hard=<hard_version>

<hard_versi on>— HARD, . ,

HARD « HARD». MPD


https://wiki.hydra-billing.ru/pages/viewpage.action?pageId=24315482
https://wiki.hydra-billing.ru/pages/viewpage.action?pageId=24315047
https://wiki.hydra-billing.ru/pages/viewpage.action?pageId=20513310

1. /etc/hydra/hard/defaul t.ym,

letc/hydra/hard/default.yml

#
enabl ed_pl ugi ns: [base/ npd]

| 0g:
conmmon:
H# -
level : <hard_l og_I evel >

connecti on_pool s:

# O acle
dat abase:
mai n:
#
nanme: <db_nane>
#

password: <Al S_RADI US_passwor d>

filters:
agent . basi c_aut h:
nmai n:
I ogi n: <hard_| ogi n>
password: <hard_passwor d>

® <hard_l og_l evel >— HARD: debug, —info.
® <db_name>— , . «»

& Suvorov g Bacunbku-TeneKom BriATy = Q a &

® <AI'S RADI US_password>— AIS_RADIUS <db_nane>.

® <hard_l ogin>— hard. pm FreeRADIUS, /etc/freeradius/hard. pm HARD_AUTH USER

® <hard_password>— hard. pm FreeRADIUS, /etc/freeradius/hard. pm HARD AUTH PASSWORD.
2. [etc/hydra/hard/ pl ugi ns/ base. ym , . plugins /etc/hydral/hard , .

/etc/hydra/hard/plugins/base.yml

pl ugi ns:
base:
mpd:
#
aut h:
#
net hod: | ogin
user:
#,
name: User - Name
# CDR
cdr:
#, CDR
comment _attr: Tunnel - i ent - Endpoi nt
#, CDR

user_station_address_attr: Franed-|P-Address
v , User-Name. , , «» «» CDR. . 11-16.

3. HARD:

user @erver:~$ sudo /etc/init.d/ hard restart

«K»



RADIUS—cnyxba

YnpagneHue
noaknYsHuenM
AbBoHeHTCKas
Moanucka cetesan cnyxba CheuudukaLns

ABoHeHT N KomnoHeHT N

) Bnanenell

RADIUS- , RADIUS-. CDR-, CDR-, RADIUS-Accounting
s RADIUS- MPD-, , IP-
RADIUS-
1. «» («», «») «» «RADIUS-»:
PeecTtp ceteBbix cny>x6
+ NoBaeuTe
©UnsTp PeaynsTars DUnbTp He BeIGpaH ~ | =)
Kog,
Tun | RADIUS-cepeep Q@&
CoctoaHne | (¥ AKTMEHSI (T4
@ HeaxTvBHuIi
[ ChaT ¢ yueTa
Pupma | Bacunbxku-Tenekom -
Pabota c cocTasoM
[_] OvoGpaxars cocTas
D,OI'IOJ'IHHTEﬂbeIe napameTpbl (nocmaorpers)
Ha4atk nowck  BuisoguTe no | 20 ~ |aneMmeHToB | Twun ~ | COPTMPOBaTL N0 | po3apacTaHwio ~
2. RADIUS-. «RADIUS-VPN», .. «RADIUS-VPN» , , «» «RADIUS-», ,, «<RADIUS-MPD ».

1 RADIUS- , [/etc/freeradius/hard. pm

3.  RADIUS-, «Access Reply» RADIUS- , RADIUS- Access—Accept . . .



1 Framed-IP-Address
2 Session-Timeout

3 Acct-Interim-Interval
4 mpd-limit

5 mpd-limit

4. «Access Request»
1 Cleartext-Password
2 Simultaneous-Use

5 «» . « ».

$TERM_IP_ADDR -, .
$TERM | P_ADDR IP—,

86400 )
1200 Interim—Update,
out#1=all shape $SPEED_LIMIT["GOOD":"40213701","UNIT":"UNIT_BitSec"] pass

$SPEED LIM T

® 40213701 — <« .»
® UNIT_BitSec— «/» «

in#1=all shape $SPEED_LIMIT["GOOD":"40213501","UNIT":"UNIT_BitSec"] pass
$SPEED LIMT ,

® 40213501 — «-.»
® UNIT_BitSec— «/» «

$USER_PASSWORD = $USER_PASSWORD
1


https://wiki.hydra-billing.ru/pages/viewpage.action?pageId=23494731

«RADIUS-VPN»:



Cetepan cnyxba RADIUS-VPN

O6wme naHHbIE Cocras CnucoK 3afaHuil MpweaakM Cobumus PPP-ceccui KommeHTapui
WpoeHtudmrarop 40223501
Hawmerosanve = RADIUS-VPN
Kog | RADIUS-VPN
Tun* | RADIUS-cepeep #
Buwg ayTentvdvkaum  TpeGoBaTh NOrWH W napons ™
MuHuMansHoe aHaveHe CTORKOCTH Wa napameTpos hupMel ~
napons
WCTOUHMK NOMMHE MO yMONuaHMie | Kop Bnafensuya ™
|| HyBCTBUTENEHOCTE NOTMHE K PETUCTRY
-
KoMmmeHTapuii #
HacTpoiika ynpasneHus cnyx6oii
+ [ofaeuTs
Access Reject
+ OoGaenTs
Access Reply
Ne AtpuGyT Onepatop 3Ha4eHie
1 Framed-IP-Address := $TERM_IP_ADDR
2 Session-Timeout = 86400
3 Acct-Interim-Interval = 1200
4 mpd-limit = out#1=all shape $SPEED_LIMIT["GOOD":"40213701","UNIT":"UNIT_BitSec"] pass
5 mpd-limit += in#1=all shape $SPEED_LIMIT["GOOD":"40213501","UNIT™:"UNIT_BitSec"] pass
+ OoBaenTe
Access Request
Ne Atpubyt Onepatop 3HaveHune
1 Cleartext-Password = SUSER_PASSWORD

2 Simultaneous-Use = 1

+ [ofaeuTs

MpwvBs3aHHbIE yCnyru

Yenyra

Ooctyn 8 UuTepHeT

+ [JoGasuTe

Appeca



+ LIOBABUTE 8apec

Mpouee
Ddupma | Bacuneku-Tenexom rg

NocnepHee uamededWe | 27.12.2013 19:07:38 (3

CoxpaniTe | Yoanume

1. « » («»Y « ») «» & ».

PeecTp ceteBbIx cnyx6

+ NoGasnTh
DUnLTp PesynsTars @UNLTP He Bwifpad = | [5)
Kon
TN | CucTemHsle cyx Ol Q@
CoctosHwe | [ AkTvBHbIA (™4

[ HeaxTveHsii

[ CHsT € yueTa

®upma | Bacuneku-Tenexkom ~

PaboTta ¢ cocTasom

| OToSpaxars cocTae

JononHuTenbHble NapaMeTpbl ocwotpers)

Hauatk nowck  BeiBoguTe no | 20 ~ 3NeMmeHTOB | MpeHTudukaTop T | COPTMPOBATL N0 | BO3pAcTaHWD ~

2. . «VPN» «VPN-», , . «VPN» «VPN-» , | :



a. ,  «VPN-», « »—
HomeHknatypa
Q  Mouck 7}
c E [ Bee
(=) Neauumm cneumbukaLmm
2 T
E [ CeTepbie cnyxfbl
[ LDAP-rpynna
[Z5 RADIUS-rpynna
[Z5) AreHTsl
[E2 Mpunoxexua (APM)
El 5 CrcTemHsie cyxGel
_—? Moszuumm cneumubrKaLm
[Z5) Cny»6el YBEOMNEHMA
[=5 CTOpOHHWE CepBrcHl
@ VPN-koHueHTpaTop
@ ABOHEHTCKAR CaTh

@ MporpammHbid daipeon

(=) MaKeTel yonyr

£ Yonyru

[ HenaxumocTe

b. , o«
( «VPN» 2)
.

L»W — K »,

® < »— s

o« »— ) () O

® « »—
«» |IP- MPD,
« » |P- MPD ,
/
RADIUS-, RADIUS secret = IP— MPD-,
«»

« >
CDR () 0.5 « CDR_ ».
(1.5-2.5) «» CDR,

CDR () 365 « CDR __».

CDR,

ABOHEHTCKan CeTb: peakTnpoBaHe
WpeHTudmkarop 50668501
TN 3anuen ACCORTUMEHTHARA NO3ULMA
Epuuuua uamepeHns | - -
Tun  Cetessie cny» bl
PoguTens | CMCTeMHEIE CRyKGkl
Kop* | ABoHeHTCKas ceTo
HaumeHoBaHne | ABOHEHTCKER CeTh

KommeHTapuin #

(@ MOXET GhiTh OGLEKTOM

[ononHUTenkLHbIE NapaMeTpbl

PenakTuposars

Cneundukayun

Mopt

[ MopT (Kon-Bo He onpeneneHo)

PenakTuposars
Agpeca
Pepaxtiposats
CoxpaHute  YBankTs
«»
Interim—-Update Stop-. , , CDR

Qe



8.

«VPN»:

Ceresan cnyxBa VPN

Obuwwme NaHHse CocTap Cnucok 3apaHni Mpweaakn Cobbmas PPP-ceccuun KoMMeHTapuu
Wpentudwxarop 40223001
HanmeHosanne | VPN (VPN-koHueHTpaTop)
Kom @ VPN
Tun* | VPN-KOHLEHTPAaTOP =

Bug ayrenmudukayan | TpebosaTe NOMMH W Napons -

MuHWMaNEHOE 3HaYeHWe CTORKOCTN

“ -
naponn 3 napaMeTpoB GupMel

McTouHMK NOrMHa No ymMon4axuio Konenagensua ~

@ YyscTBUTENSHOCTL NOMMHA K pErvTTRY

CocToauve

KommenTapuii &

Hactpoiika ynpasnesus cnyx6oi

Menempxep/Cnyxda Tun WrTepeiic Mopr TCPIUDP  Y4eTHas sanuce  [lapons ©ipma
RADIUS-VPN RADIUS secret 1.234 He 3apiaH Bacunbku-Tenekom
+ [ofasuTs

MpuBA3aHHbIe ycnyru

+ [ofiaBuTs

JononHuTensHele napameTphbl

TalMayT NPUHYOMTENEHOTO 0,50
3akpeimia CDR (B vacax)

TaimayT ynanexus cTapsx COR (8 | 455

nHs)
Anpeca
Tun agpeca Anpec Beiwectosumi agpec [puensaH Kk Bug anpeca Mara Havana Hara okorvarHHa  KoMMeRTapHi
IP-agpec (ocHoeHol) 1.2.3.4 0.0.0.0/0 @axTvdeckui agpec  01.02.2013 01:02:03 [
+ [o6asuTs anpec
Mpouee
@upma | Bacunskir-Tenekom r4

MNocnesHee uamexenve | 29.04.2013 16:23:53 (4

CoxpaHiTe  YOandars

«» -

CDR,



9., :
CeteBas cny»xb6a VPN: pegakTupoBaHve

Ceteran cnyx6a VPN

Obwwe gaHHbe Cocrae Cnucok 3agaHuin MpueazkK Cobumin PPP-ceccim KommeHTapun

DuneTp

‘YposeHs cooblyeHuin | Boe coobleHus -
Mepwop | TexyLumii nexs BE
OrobpasuTs
3anarud
HpenTnguxarop HawmenosaHue Tun Cregyowmni sanyck  Muarepsan Cocrostne

» 109393001 MonydeHsue TekyLed CTaTMCTHKM KONNeKkTopa AaHHeX VPN Mo ofbexTy yyeta 30.12.2013 19:18:08 10 muHyT B odmaarun o' P

» 107468001 MpwHyguTeNsHOe 3aKpeITe cTapeix COR VPN Mo oBbexTy yveta 30.12.2013 19:13:28 SMuwyT  Boxmaadun of' P

» 109393801 ‘Yaanenwe crapeix COR VPN Mo oBvexty yyera 31.12.2013 02:00:00 1 geHe BoxugaHuu o' P

CoxpaHuTe | YA&MHTE

1., «&» «»— «i».
2. «»,
3. «» , : «VPN»,
4., «» «».
5 , . )
6. «» «lP-».
7. IP- . «P-»,
8. «». «VPN»:
OBopynosaHne aboHeHTa: co3naHme (%]
Ofwme gaHHbIe
(_)[oGasnexue ofopynosasus (=) [loGasnexe KOMNOHeHTa
CeTenan cnywGa* | VPN QEF®
Tun komnoHeHTa* | MopT QW
Kog | suvorov
Hanmeropaxwne
Tunagpeca  |P-appec -
IP-appec | 10.11.12.13 [_| He coanasaTk
MNoacets | 10.0.0.0/8 +Qvrvn
Twvn npreAaxu _ -
KOMNOHEHTa
OBLEKT NPUBAIKK QF W
LoGapuTe  3aKpbiTe
9. «»

ﬁoﬁy,qosaHne

Hauwmernosadwe KowmnodedT CocroRdwe  IP-agpec Macka mogeer  (Mogcets

VPM SUVOroy W AxTieHblid 10.11.1213  2585.0.0.0 10.0.0.0/8

+ NofasnTs ofopynosaHue



10. «» K P «»

VPN,

«».

11. «», «»
ABOHEHT SUVOrov: pegakTipoBaHue

‘Duanueckoe nuuo Gyeopos A.B. AGOHEHT SUVOToV + JoGasuTe pont

Ofime NaHHBI Mpaea CnyxBul Yenyru Mnarexu | CNUCaHUA PPP-ceccuu JoKyMeHTsl KoMMeHTapK AyauT Ewe ~

Mopnucka Ha cny>6bl

D Cnyxtia Ofopygosanwe Crpoka Yucno JflormH Mapens Tun xawa
3817639101 VPN suvorov Suvorov-AV 3afaH  —
+ OoGasuTe

ll:!OCTyI'I K NpUNnoXeHuam
+ OoGasuTe
CoxpaHute  Yoandrs

12. ,  RADIUS- , , . , -
ABOHEHT Suvorov: pegakTupoBaHue

Duzneckos nuLo Cysopos A.B. AGOHEHT SLVOTOV + [o6asuTk ponk
Oblme naHHbe Mpasa CnyxBu Yenyru Mnarexy U cNUCaHKA PPP-ceccnn [OKyMEHTHI KoMMmeHTapuu Ayaur Ewe -~ B
TeKywme ycnyru

Cynep-Tapudy

[IETANM3ALME NO NON. YCIyTam

TNuueson cuet 12345

D6opynosaHue VPN Mopr (suvorov)

Oorosop 12345 or 01.01.2001

WHeoic W-13/987654 oT 01.12.2013

©01.12.2013 00:00:00

flepuon no 31.12.2013 23:59:58 ()

VIHTEPHET-TRabHK BX. 0,000 M6

CnucaHo 5,25 py6 [RUB]

Beero 5,25 py6 [RUB]

Cymma 3a yonyra 0,00 py6 [RUB]

MpWKaa no LueHam MLU-12/12 o7 12.12.2012
3akaszaHHble YCNyrn | c3ai.122013 i 0] O6HosuTE

Cnucok nycT.

OkasaHHble YCNYr  c01.10.2013 ne 31.12.2013 B @ | Orobpasuts

CoxpaHnTs | YAanTs

RADIUS- MPD



radtest

radtest RADIUS-, ,

radtest

user @erver: ~$ sudo radtest '<user-name>'

' <RADI US_Secr et >'

<user - passwor d>' <RADI US- Server _I P> <NAS- Por t - Nunber >

® <user-name>— ,

® <user-password>— ,

® <RADI US- Server _| P> — IP- FreeRADIUS

® <NAS-Port-Number>— 0 231, NAS Port

® <RADI US_Secret>— , /etc/freeradius/clients. conf

radtest

user @erver: ~$ sudo radtest 'Suvorov-AV '(ql123' 127.0.0.1 12345 'testingl23'
Sendi ng Access-Request of id O to 127.0.0.1 port 1812

User - Nane = "Suvorov-AV"

User - Password = "q123"

NAS- | P- Address = 91.204. 136. 114

NAS- Port = 12345

Message- Aut henti cat or = 0x00000000000000000000000000000000

rad_recv: Access-Accept packet fromhost 127.0.0.1 port 1812, id=0, |ength=111
Acct-InterimlInterval = 1200
Sessi on-Ti meout = 86400
Franed- | P- Address = 10.11.12.13
mpd-limt = "out#l=all rate-limt 16384000"
mpd-limt = "in#l=all rate-linit 16384000"

HARD: /var/log/hydra/hard/hard.log

31.12. 2013 14:14: 34. 768 DEBUG SP11080 ww8Sdwdd- 1388484874. 77 - Request path: /base/npd

31.12.2013 14: 14: 34. 768 DEBUG SP11080 ww8Sdwdd- 1388484874. 77 - Requests in pool: 2

31.12.2013 14:14: 34. 768 DEBUG SP11080 ww8Sdwdd- 1388484874. 77 - {"req_type":"authorize", " RAD_REQUEST": {" User -
Nane": " Suvor ov- AV"', "User - Passwor d": "q123", "NAS- Port": "12345", "NAS- | P- Address": "127. 0. 0. 1", "Message-

Aut henti cat or": "0xa6a9eb96b43c4f a9e4492b2026e1c35b"}, "aaa_serv_code": " RADI US- VPN', "RAD_CHECK": { " Aut h- Type": "

Perl"}}

31.12. 2013 14: 14: 34. 768 DEBUG SP11080 ww8Sdwdd- 1388484874.77 - Filter Oracl eConnection/ nain:

31.12. 2013 14:14: 34. 768 DEBUG SP11080 ww8Sdwdd- 1388484874. 77 - Filter MngoConnecti on/ nai n:

31.12. 2013 14:14: 34. 768 DEBUG SP11080 ww8Sdwdd- 1388484874. 77 - ============ Starting authorize request
31.12. 2013 14:14: 34. 768 DEBUG SP11080 wwB8Sdwdd- 1388484874. 77 - netservs: try to get data from cache, search
conditions: {'aaa_serv_code': 'RADIUS-VPN, 'address': '127.0.0.1'}

31.12. 2013 14:14: 34. 769 DEBUG SP11080 ww8Sdwdd- 1388484874. 77 - netservs: search in cache get time 0 ns
31.12. 2013 14: 14: 34. 769 DEBUG SP11080 ww8Sdwdd- 1388484874.77 - netservs: cache hit, entry id:

52¢29204f c021d7¢73d5f 273

31.12. 2013 14:14: 34. 781 DEBUG
31.12. 2013 14:14:34.781 DEBUG
31.12. 2013 14:14: 34. 782 DEBUG

SP11080 ww8Sdwdd- 1388484874. 77
SP11080 wwdSdwdd- 1388484874. 77
SP11080 ww8Sdwdd- 1388484874. 77

netservs:
netservs:
user equip:

get data fromdb
total search tinme: 12 ns
try to get data from cache,

search conditions: {'auth_type': 'login', 'netserv_id : 40223001, 'login': 'Suvorov-AV , 'aaa_serv_id':
40223501}
31.12. 2013 14:14: 34. 783 DEBUG SP11080 ww8Sdwdd- 1388484874. 77 - user equip: search in cache get tinme 0 ns

31.12. 2013 14:14: 34. 783 DEBUG
52¢29204f c021d7¢c73d5f 274

31.12. 2013 14:14:34. 799 DEBUG
31.12. 2013 14:14:34.799 DEBUG
31.12. 2013 14:14:34. 799 DEBUG
' $USER_PASSWORD |
31.12. 2013 14:14:34.799 DEBUG

u' Si mul t aneous- Use' :

SP11080 w8Sdwdd- 1388484874. 77
SP11080 wBSdwdd- 1388484874.
SP11080 wiBSdwdd- 1388484874
SP11080 wiB8Sdwdd- 1388484874
w1y

SP11080 wiBSdwdd- 1388484874

7
77
7

77

user equi p:

cache hit, entry id:

user equip: get data fromdb

user equi p:
Parsed check attrs:

Substituted check attrs:

search time: 17 ns
{' d eartext-Password':

total

{'deartext-



Password': 'ql123', u'Sinultaneous-Use': u'1'}

31.12. 2013 14: 14: 34. 800 DEBUG SP11080 ww8Sdwdd- 1388484874. 77 - Request processing finished. Tinme el apsed:
328

31.12.2013 14: 14:34.800 | NFO ReqType: authori ze

Qccur Date: 2013-12-31 14: 14: 34. 800630

Request: User- Nanme="Suvorov- AV', NAS- | P- Addr ess="127.0.0. 1"

Result: 2

Repl y:

Dat aSt or age: db

31.12. 2013 14:14: 34. 814 DEBUG SP11080 6V7ZGgZi - 1388484874.81 - Request path: /base/ npd

31.12. 2013 14:14: 34. 814 DEBUG SP11080 6V7ZGgZi - 1388484874.81 - Requests in pool: 1

31.12. 2013 14:14: 34. 814 DEBUG SP11080 6V7ZGgZi - 1388484874.81 - {"reqg_type":"authenticate","RAD REQUEST":
{"User - Name": " Suvor ov- AV", "User - Passwor d": " q123", "NAS- | P- Address":"127. 0. 0. 1", "NAS-Port": " 12345", " Message-

Aut henti cator": "0xa6a9eb96b43c4f a9e4492b2026e1c35b"}, "aaa_serv_code": "RADI US- VPN', "RAD_CHECK": {"C eart ext -
Password": "ql123", " Hydr a- Equi p- Cache- | D': "52¢c29204f c021d7c73d5f 274", " Aut h- Type": "Per| ", "Hydr a- Net serv- Cache-1D": "
52¢29204f c021d7¢c73d5f 273"} }

31.12.2013 14: 14: 34. 814 DEBUG SP11080 6V7ZCGgZi - 1388484874.81 - Filter Oracl eConnection/ mai n:
31.12. 2013 14: 14: 34. 814 DEBUG SP11080 6V7ZGgZi - 1388484874.81 - Filter MngoConnecti on/ main:

31.12. 2013 14:14: 34. 815 DEBUG SP11080 6V7ZCgZi - 1388484874.81 - ============ Starting authenticate request
31.12.2013 14:14: 34.815 | NFO SP11080 6V7ZCGgZi - 1388484874.81 - Maki ng speed nodification by 1 coefficient

31.12. 2013 14: 14: 34. 815 DEBUG SP11080 6V7ZGgZi - 1388484874.81 - SPEED_LIM T["GOOD": "40213501", "UNI T": "

UNI T_BitSec"]: 16384000 -> 16384000

31.12. 2013 14: 14: 34. 815 DEBUG SP11080 6V7ZGgZi - 1388484874.81 - SPEED LI M T["GOOD": “40213701","UNI T": "

UNI T_Bi t Sec"]: 16384000 -> 16384000

31.12. 2013 14:14: 34. 816 DEBUG SP11080 6V7ZGgZi - 1388484874.81 - Reply attributes: {u' Acct-Interimlinterval':
u'1200', u'npd-limt': [u' out#l=all rate-limt 16384000', u'in#l=all rate-limt 16384000'], u'Franed-IP-
Address': u'10.11.12.13"', u' Session-Tineout': u'86400'}

31.12.2013 14:14: 34.816 DEBUG SP11080 6V7ZCGgZi - 1388484874. 81 - Request processing finished. Tinme el apsed: 2ns
31.12. 2013 14: 14: 34. 816 DEBUG SP11080 6V7ZGgZi - 1388484874.81 - Filter MongoConnecti on/ main:

31.12. 2013 14:14: 34. 816 DEBUG SP11080 6V7ZGgZi - 1388484874.81 - Filter Oracl eConnection/ nain:

radtest

user @erver:~$ sudo radtest 'Suvorov-AW' 'ql23' 127.0.0.1 12345 'testingl23
Sendi ng Access-Request of id 90 to 127.0.0.1 port 1812

User - Nane = "Suvor ov- AVWW"

User - Password = "q123"

NAS- | P- Address = 91.204. 136. 114

NAS- Port = 12345

Message- Aut henti cat or = 0x00000000000000000000000000000000
rad_recv: Access-Reject packet from host 127.0.0.1 port 1812, id=90, |ength=20

HARD: /var/log/hydra/hard/hard.log

31.12. 2013 14: 24: 01. 874 DEBUG SP11080 EkCTugZE- 1388485441. 87 - Request path: /base/ npd

31.12.2013 14:24:01. 875 DEBUG SP11080 EkCTugZE- 1388485441.87 - Requests in pool: 2

31.12. 2013 14: 24: 01. 875 DEBUG SP11080 EkCTugZE- 1388485441.87 - {"req_type": "authorize","RAD REQUEST": {" User-
Nanme": " Suvor ov- AW", " User - Passwor d": " q123", "NAS- Port": " 12345", "NAS- | P- Address": "127. 0. 0. 1", "Message-

Aut henticator":"0x2c1733770ecc67bd2969f 30e470a2463"}, "aaa_serv_code": " RADI US- VPN', "RAD_CHECK": {" Aut h- Type": "
Perl"}}

31.12. 2013 14: 24:01. 875 DEBUG SP11080 EkCTugZE- 1388485441.87 - Filter Oracl eConnection/ nain:

31.12. 2013 14:24:01. 876 DEBUG SP11080 EkCTugZE- 1388485441.87 - Filter MngoConnecti on/ main:

31.12. 2013 14: 24:01. 876 DEBUG SP11080 EkCTugZE- 1388485441.87 - ============ Starting authorize request

31.12. 2013 14:24:01. 877 DEBUG SP11080 EkCTugZE- 1388485441.87 - netservs: try to get data from cache, search
conditions: {'aaa_serv_code': 'RAD US-VPN, 'address': '127.0.0.1'}

31.12. 2013 14:24:01. 877 DEBUG SP11080 EkCTugZE-1388485441.87 - Filter MngoConnecti on/ main:

31.12. 2013 14:24:01. 877 DEBUG SP11080 EkCTugZE- 1388485441.87 - Filter Oracl eConnection/ nain:

31.12. 2013 14:24:01. 877 DEBUG SP11080 EkCTugZE- 1388485441.87 - netservs: search in cache get time 0 ns
31.12.2013 14:24:01. 878 DEBUG SP11080 EkCTugZE- 1388485441.87 - netservs: cache hit, entry id:

52¢29204f c021d7c73d5f 273



31.12. 2013 14:24:01. 878 DEBUG SP11080 EkCTugZE- 1388485441.87 - netservs: get actual cache, expire: 2013-12-

31 14:25:27.921000

31.12. 2013 14:24:01. 878 DEBUG SP11080 EkCTugZE- 1388485441.87 - user equip: try to get data from cache,
search conditions: {"auth_type': 'login', 'netserv_id': 40223001, 'login': 'Suvorov-AW' ,6 'aaa_serv_id':
40223501}

31.12. 2013 14:24:01. 878 DEBUG SP11080 EkCTugZE- 1388485441.87 - user equip: search in cache get tine 0 ns
31.12. 2013 14:24:01. 880 DEBUG SP11080 EkCTugZE-1388485441.87 - Filter MngoConnecti on/ main:

31.12.2013 14:24:01. 880 DEBUG SP11080 EkCTugZE- 1388485441.87 - Filter Oracl eConnection/ main:

31.12.2013 14:24:01. 880 | NFO SP11080 EkCTugZE-1388485441.87 - Filter RejectOnError/min:

31.12. 2013 14:24:01. 880 DEBUG SP11080 EkCTugZE- 1388485441. 87 - Request processing finished. Tinme el apsed: 6ns

31.12.2013 14:24:01.881 | NFO ReqType: authori ze

Cccur Dat e: 2013-12-31 14:24:01. 881015

Request: User- Name="Suvorov- AWW", NAS- | P- Addr ess="127. 0. 0. 1"
Result: 0

Repl y:

Reason: AuthError (Suvorov-AVW:. User not found)

31.12. 2013 14: 24: 01. 909 DEBUG SP11082 Dr OAYCHI - 1388485441. 91 - Request path: /base/npd
31.12. 2013 14:24:01. 909 DEBUG SP11082 Dr OANYCHI - 1388485441. 91 - Requests in pool: 1

31.12. 2013 14:24:01. 909 DEBUG SP11082 Dr OANYCHI - 1388485441.91 - {"req_type": "post_auth","RAD REQUEST": {" User -

Nanme": " Suvor ov- AW", " User - Passwor d": " q123", "NAS- | P- Address":"127.0.0. 1", "NAS- Port ": " 12345", " Message-

Aut henticator":"0x2c1733770ecc67bd2969f 30e470a2463"}, "aaa_serv_code": "RADI US- VPN', "RAD_CHECK": {" Aut h- Type": "
Rej ect ", "Post - Aut h- Type": "REJECT" } }

31.12. 2013 14:24:01. 909 DEBUG SP11082 Dr OANYCHI - 1388485441.91 - Filter Oracl eConnection/ nain:

31.12. 2013 14:24:01. 909 DEBUG SP11082 Dr OANYCHI - 1388485441.91 - Filter MngoConnecti on/ nai n:

31.12.2013 14:24:01.910 DEBUG SP11082 Dr OANYCHI - 1388485441. 91 - ============ Starting post_auth request

31.12.2013 14:24:01.910 DEBUG SP11082 Dr OANYCH - 1388485441. 91 - Request processing finished. Tinme el apsed: 1ns

31.12. 2013 14: 24:01. 910 DEBUG SP11082 Dr OANYCHI - 1388485441.91 - Filter MngoConnecti on/ nai n:
31.12. 2013 14:24:01. 910 DEBUG SP11082 Dr OAYCHI - 1388485441.91 - Filter Oracl eConnecti on/ main:

radclient

radclient, radtest, RADIUS-

radtest

user @erver:~$ sudo radclient -x -f <packets_fil e> <RADI US-Server_| P> acct ' <RADI US_Secr et >'

® <packets_file>—
® <RADI US- Server _I| P> — IP- FreeRADIUS
® <RADI US Secret>— , /etc/freeradius/clients. conf

Start

1. start_packet.rad

start_packet.rad

NAS- Por t - Type=Vi rtual ,

Acct - Sessi on-1d=1234567- Q 890,
Ser vi ce- Type=Fr aned- User,

Tunnel - Type=PPTP,

Acct - Li nk- Count =1,

mpd-i f ace=ng123,

Tunnel - d i ent - Endpoi nt =10. 11. 12. 13,
Acct - Aut hent i c=RADI US,

Acct - St at us- Type=Start,

nmpd- bundl e=V- 987,

NAS- | P- Addr ess=127.0.0. 1,

Tunnel - Ser ver - Endpoi nt =10. 0. 0. 1,
mpd- i f ace-i ndex=123,

Tunnel - Ser ver - Aut h- 1 d=vpn25,
Tunnel - Medi um Type=I Pv4,

Cal i ng-Station-1d=10. 11. 12. 13,
Fr aned- Pr ot ocol =PPP,



User - Nane=Suvor ov- AV,

Event - Ti nest anp=<Curr ent - Uni x- Ti mest anp>,
NAS- | dent i fi er =vpn25,

Acct-Muil ti-Session-1d=8412300-V-987,
Franed- | P- Addr ess=10. 11. 12. 13,

NAS- Por t =890,

mpd- | i nk=Q 890

® <Current-Uni x-Ti nestanp>— ,

2. radclient:

Start

user @erver: ~$ sudo radclient
Sendi ng Accounti ng- Request of
NAS- Port - Type = Virtual
Acct - Session-1d = "1234567- Q 890"
Servi ce- Type Framed- User
Tunnel - Type: 0 = PPTP
Acct - Li nk- Count = 1
mpd-i face = "ng123"
Tunnel -d i ent-Endpoint: 0 = "10.11. 12. 13"
Acct - Aut henti c RADI US
Acct - St at us- Type Start
mpd- bundl e = "V-987"
NAS- | P- Addr ess 127.0.
Tunnel - Ser ver - Endpoi nt :
mpd- i f ace-i ndex 123
Tunnel - Server-Auth-1d: 0 = "vpn25"
Tunnel - Medi um Type: 0 = | Pv4
Calling-Station-1d = "10.11.12. 13"
Fr aned- Pr ot ocol PPP
User - Nane = "Suvorov-AV"
Event - Ti nestanp = "Dec 31 2013 17:18:46 MSK"
NAS- I denti fier "vpn25"
Acct-Milti-Session-1d = "8412300- V- 987"

id 201 to 127.0.0.1

0.1
0 = "10.0.0.1"

Franed- | P- Address = 10.11.12.13
NAS- Port = 890
nmpd-1ink = "Q 890"
rad_recv: Accounting-Response packet from host 127.0.0.1 port 1813,

HARD:

HARD: /var/log/hydra/hard/hard.log

31.12. 2013 17:19: 03. 431 DEBUG
31.12. 2013 17:19: 03. 431 DEBUG
31.12. 2013 17:19:03. 431 DEBUG

SP11080 Wen 03Z79-
SP11080 Weni 03Z9-
SP11080 Weni 03Z79-

(00:00:00 UTC) 1 1970 (Unix-).

-x -f start_packet.rad 127.0.0.1 acct 'testingl23'

port 1813

i d=201, | ength=20

1388495943. 43 - Request path: /base/npd
1388495943. 43 - Requests in pool: 1
1388495943.43 - {"req_type":"accounting", " RAD_REQUEST":

{"NAS- Port-Type":"Virtual ", "Acct-Session-1d":"1234567- Q 890", "Servi ce- Type": "Franed- User", " Tunnel - Type
":"PPTP", " Acct - Li nk- Count ": " 1", "npd-i face": "ngl123", "Tunnel - i ent - Endpoi nt": " 10. 11. 12. 13", " Acct -
Aut hentic":"RADI US", "Acct - Status- Type": "Start", "NAS-1 P- Address": "127.0.0. 1", "npd- bundl e": "V-987", " Tunnel -

Server

-Endpoint":"10.0.0. 1", "npd-i face-i ndex":" 123", "Tunnel - Server - Aut h-1d": "vpn25", " Tunnel - Medi um Type": "
I Pv4", "Calling-Station-1d":"10.11.12. 13", " Framed- Prot ocol ": " PPP", " User - Name": " Suvor ov- AV", " NAS-

Identifier":

"vpn25", "Event - Ti nestanp”: "Dec 31 2013 17:18:46 MSK","Acct-Milti-Session-1d":"8412300-V-987","Franed- | P-
Address":"10.11.12. 13", "npd-1ink":"Q 890", "NAS-Port":"890"}, "aaa_serv_code": " RADI US- VPN', " RAD_CHECK": {}

}
31.12.2013 17:19: 03. 432 DEBUG

DB connection acquired
31.12.2013 17:19: 03. 432 DEBUG
Mongo connection acquired
31.12.2013 17:19: 03. 432 DEBUG
search conditions: {'aaa_serv_code':
31.12.2013 17:19: 03. 433 DEBUG
31.12.2013 17:19: 03. 433 DEBUG

' RADI US- VPN,

SP11080 Wenl 03Z79-

SP11080 Weni 03Z79-

SP11080 Weni 03Z9-

SP11080 Wem 03Z9-
SP11080 Weni 03Z79-

1388495943.43 - Filter Oracl eConnection/ main:
1388495943.43 - Filter MngoConnection/ main:
1388495943.43 - netservs: try to get data from cache,
"address': '127.0.0.1'}

1388495943. 43 - netservs: search in cache get time 0 ns
1388495943. 43 - netservs: cache hit, entry id:


http://ru.wikipedia.org/wiki/UNIX-%D0%B2%D1%80%D0%B5%D0%BC%D1%8F

52¢29204f c021d7c73d5f 273

31.12.2013 17:19: 03. 445 DEBUG SP11080 Wenl 03Z9- 1388495943. 43 - netservs: get data fromdb

31.12. 2013 17:19: 03. 445 DEBUG SP11080 Wem 0379- 1388495943. 43 - netservs: total search tine: 12 ns
31.12.2013 17:19: 03. 445 DEBUG SP11080 Wem 03Z9- 1388495943. 43 - user equip: try to get data from
cache, search conditions: {"auth_type': "login', 'netserv_id : 40223001, 'login': 'Suvorov-AV,
'aaa_serv_id : 40223501}

31.12.2013 17:19: 03. 446 DEBUG SP11080 Wem 03Z9- 1388495943. 43 - user equip: search in cache get tine 0
ns

31.12.2013 17:19: 03. 446 DEBUG SP11080 Wem 03Z9- 1388495943. 43 - user equip: cache hit, entry id:
52¢29204f c021d7c73d5f 274

31.12.2013 17:19: 03. 446 DEBUG SP11080 Wl 03Z79- 1388495943. 43 - user equip: get expired cache, expire:
2013-12-31 14: 27: 38. 645000

31.12.2013 17:19: 03. 446 DEBUG SP11080 Weml 03Z9- 1388495943. 43 - Create accounting cache (_id =
52c2c447f c021d2c47b6118c) for Start packet

31.12.2013 17:19: 03. 447 DEBUG Result status: 200, body: {"result": 2}

31.12.2013 17:19: 03. 447 DEBUG SP11080 Wzl 03Z79- 1388495943. 43 - Request processing finished. Tine
el apsed: 15ms

31.12.2013 17:19: 03. 447 DEBUG SP11080 Wenl 03Z9- 1388495943.43 - Filter MongoConnecti on/ mai n:

Mongo connection rel eased

31.12.2013 17:19: 03. 447 DEBUG SP11080 W nl 03Z9-1388495943.43 - Filter Oracl eConnection/ nmain:

DB connection rel eased

31.12.2013 17:19: 03. 447 I NFO ReqType: accounting

Cccur Dat e: 2013-12-31 17:19: 03. 447465

Request: User- Name="Suvorov- AV', Acct - Sessi on- |1 d="1234567- Q 890", NAS- | P- Addr ess="127. 0. 0. 1"

Result: 2

4. « » «PPP—»
ABOHeHT suvorov: pegakTipoBaHne

Duauqeckoe nuuo Cysopoe A.B. ABOHEHT SUVOTOV + [ofaBnTe ponk
OblWwwe NaHHbIe MNpaea Cnyx 6 Yenyru Mnarexu 1 cnucanra PPP-ceccuu JLOKYMEHTH! KommeHTapuu Ayour Ewe ~ B
[Oara Havana ¢ 01.11.2013 no 31.12.2013 =
[llara okonuakua | ¢ 01.11.2013 no 31.12.2013 B e
CocrosHve | (W 3aBeplueHa yenewHo 4
@ Hauara
(¥ OBHosneHa
# Nepamunas
CTpoKa 3aBepLIEHHS
WoeHmudwxarop
CECCHMA
Orobpasuts
Ceccum
Hpenrugurarop [fara Aara Obor Agpec Ar Tb, CTpoKa Anpec
Cocrosvue JlorvH Cyxba
ceccun Havana OKOHYaHHS WHAYWaTopa MHAYMaTOpa CeK 3apepwermu NAS
1234567-Q-890 31.12.2013 31.12.2013 Hauara Suvorov-AV VPN SuvoroV 10.11.1213 0 127.001 H
17:18:48  17:18:46 (VPN-KOHLEHTPaTOp)

CoxpaHute | Yoandts

Interim—Update

1. update_packet.rad

update_packet.rad

NAS- Por t - Type=Virtual ,

Tunnel - Type=PPTP,

Tunnel - d i ent - Endpoi nt =10. 11. 12. 13,
Tunnel -d i ent - Aut h-1d=l ocal ,

Acct - St at us- Type=I nt eri m Updat e,
Acct - Qut put - Packet s=2527,

NAS- | P- Addr ess=127. 0. 0. 1,



Acct - Qut put - Cct et s=66332,

Tunnel - Ser ver - Endpoi nt =10. 0. 0. 1,
Tunnel - Ser ver - Aut h- 1 d=vpn25,
Acct - Sessi on- Ti ne=18003,

Tunnel - Medi um Type=I Pv4,

User - Name=xani n,

NAS- | denti fi er =vpn25,

Acct - | nput - Packet s=1744,

Fr aned- | P- Addr ess=10. 11. 12. 13,
Acct -1 nput - Cct et s=17764,

Acct - Sessi on-1d=1234567- Q 890,
Acct - Qut put - G gawor ds=0,

Servi ce- Type=Fr aned- User,

npd- i f ace=ng123,

Acct - Li nk- Count =1,

Acct - Aut hent i c=RADI US,

npd- bundl e=V- 987,

mpd-i f ace-i ndex=123,

Cal i ng-Station-1d=10.11.12. 13,
Fr aned- Pr ot ocol =PPP,

Event - Ti nest anp=<Curr ent - Uni x- Ti mest anp>,
Acct - | nput - G gawor ds=0,

Acct-Mul ti-Session-1d=8412300-V-987,
mpd- | i nk=Q 890,

NAS- Por t =890

® <Current-Unix-Ti nestamp>— , (00:00:00 UTC) 1 1970 (Unix-).

2. radclient:

Interim—Update

user @erver:~$ sudo radclient -x -f update_packet.rad 127.0.0.1 acct 'testingl23’
Sendi ng Accounti ng-Request of id 63 to 127.0.0.1 port 1813
NAS- Port - Type = Virtual
Tunnel - Type: 0 = PPTP
Tunnel -C i ent- Endpoint: 0 = "10.11.12.13"
Tunnel -Cient-Auth-1d:0 = "l ocal "
Acct - Status-Type = Interi m Update
Acct - Qut put - Packets = 2527
NAS- | P- Address = 127.0.0.1
Acct-Qut put-Cctets = 66332
Tunnel - Server - Endpoint: 0 = "10.0.0. 1"
Tunnel - Server-Auth-1d: 0 = "vpn25"
Acct - Sessi on-Time = 2400
Tunnel - Medi um Type: 0 = | Pv4
User - Nane = "Suvorov-AV"
NAS- I dentifier = "vpn25"
Acct - | nput - Packets = 1744
Franed- | P- Address = 10.11.12.13
Acct-Ilnput-Cctets = 17764
Acct - Session-1d = "1234567- Q 890"
Acct - Qut put - G gawords = 0
Service- Type = Franed- User
npd-iface = "ngl23"
Acct - Li nk-Count = 1
Acct - Aut hentic = RADI US
npd- bundl e = "V-987"
mpd-i face-index = 123
Calling-Station-1d = "10.11.12. 13"
Fr aned- Prot ocol = PPP
Event - Ti nestanp = "Dec 31 2013 17:58:46 MSK"
Acct -1 nput-G gawords = 0
Acct-Milti-Session-1d = "8412300- V- 987"
npd-link = "Q 890"
NAS- Port = 890
rad_recv: Accounting-Response packet from host 127.0.0.1 port 1813, id=63, |ength=20


http://ru.wikipedia.org/wiki/UNIX-%D0%B2%D1%80%D0%B5%D0%BC%D1%8F

HARD:

HARD: /var/log/hydra/hard/hard.log

31.12.2013 17:59:
31.12.2013 17:59:
31.12.2013 17:59:
{" NAS- Port - Type":
,"Acct - St atus-Type": "I nteri m Update", "Acct - Qut put - Packet s": "2527", "NAS- | P- Address": "
127.0.0.1", "Acct -

Auth-1d": "l ocal "

02. 184 DEBUG SP11084 AdQ PyW.- 1388498342. 18 - Request path: /base/ npd

02. 184 DEBUG SP11084 AdQ PyWL- 1388498342. 18 - Requests in pool: 1

02. 184 DEBUG SP11084 AdQ PyWL- 1388498342.18 - {"reqg_type":"accounting", " RAD_REQUEST":
"Virtual ", " Tunnel - Type": " PPTP", "Tunnel - d i ent - Endpoi nt":"10. 11. 12. 13", "Tunnel -d i ent -

Qut put-Cctets": "66332", " Tunnel - Server - Endpoi nt": " 10. 0. 0. 1", " Tunnel - Server-Auth-1d": "

vpn25. exanpl e. coni', " Acct - Sessi on- Ti ne": "2400", " Tunnel - Medi um Type": "1 Pv4", "User - Nane": " Suvor ov- AV"', " NAS-
Identifier":"vpn25. exanpl e. cont', "Acct - | nput - Packet s": " 1744", " Franed- | P- Address": "10. 11. 12. 13", " Acct -

I nput - Cctets":"17764", "Acct - Session-1d":"1234567- Q 890", "Acct - Qut put - G gawords": " 0", " Servi ce- Type":"
Franmed- User", "npd-i face": " ngl23", "Acct - Li nk- Count": " 1", " Acct - Aut henti c": " RADI US", " npd- bundl e": "V-987","

mpd-i face-i ndex":

31 2013 17:58: 46

"123","Cal ling-Station-1d":"10.11.12. 13", "Framed- Protocol ":"PPP", "Event - Ti mest anp": " Dec
MBK", " Acct - | nput - G gawords": " 0", "Acct-Mil ti - Session-1d":"8412300- V-987", "nmpd-1ink":"Q

890", "NAS- Port":"890"}, "aaa_serv_code": " RADI US- VPN', " RAD_CHECK": {}}

31.12. 2013 17:59:
31.12. 2013 17:59:
31.12.2013 17:59:
31.12. 2013 17:59:

02. 185 DEBUG SP11084 AdQ PyWL- 1388498342.18 - Filter Oracl eConnection/ nain:

02. 185 DEBUG SP11084 AdQ PyW.-1388498342.18 - Filter Oracl eConnection/ main:

02. 185 DEBUG SP11084 AdQ PyW.-1388498342.18 - Filter MongoConnecti on/ nain:

02. 186 DEBUG SP11084 AdQt PyWi- 1388498342.18 - netservs: try to get data from cache,

search conditions: {'aaa_serv_code': 'RADI US-VPN, 'address': '127.0.0.1'}

31.12. 2013 17:59:
31.12. 2013 17:59:

02. 186 DEBUG SP11084 AdQ PyW.- 1388498342.18 - netservs: search in cache get time 0 ns
02. 187 DEBUG SP11084 AdQ PyW.- 1388498342.18 - netservs: cache hit, entry id:

52¢29204f c021d7¢c73d5f 273

31.12. 2013 17:59:
31.12. 2013 17:59:
31.12.2013 17:59:

02. 199 DEBUG SP11084 AdQt PyWL- 1388498342.18 - netservs: get data fromdb
02. 199 DEBUG SP11084 AdQ PyW.-1388498342.18 - netservs: total search tinme: 13 ns
02. 199 DEBUG SP11084 AdQt PyWL- 1388498342.18 - user equip: try to get data from

cache, search conditions: {'auth_type': 'login', 'netserv_id: 40223001, 'login': 'xanin',
'aaa_serv_id : 40223501}

31.12. 2013 17:59:

ns

31.12. 2013 17:59:

02. 199 DEBUG SP11084 AdQ PyW.-1388498342. 18 - user equip: search in cache get tine O

02. 199 DEBUG SP11084 AdQ PyW.-1388498342.18 - user equip: cache hit, entry id:

52adf 00af c021d77a2b7adca

31.12. 2013 17:59:
2013-12-31 12:21:
31.12. 2013 17:59:

02. 200 DEBUG SP11084 AdQ PyW.- 1388498342.18 - user equip: get expired cache, expire:
05. 704000
02. 200 DEBUG SP11084 AdQt PyWL- 1388498342.18 - Create accounting cache (_id =

52c2cda6fc021d2c4db6173f) for Interi m Update packet

31.12. 2013 17:59:

el apsed: 16ns

31.12. 2013 17:59:

Mongo connecti on

31.12. 2013 17:59:

02. 200 DEBUG SP11084 AdQt PyWL- 1388498342. 18 - Request processing finished. Tine

02.201 DEBUG SP11084 AdQ PyW.-1388498342.18 - Filter MongoConnecti on/ nmain:
rel eased
02.201 DEBUG SP11084 AdQ PyW.-1388498342.18 - Filter Oracl eConnection/ main:

DB connection rel eased

31.12. 2013 17:59:

02.201 I NFO ReqType: accounting

Cccur Date: 2013-12-31 17:59:02. 201278
Request: User - Name="Suvorov- AV', Acct - Sessi on- | d="1234567- Q 890", NAS- | P- Addr ess="127. 0. 0. 1"

Result: 2



4. « » «PPP—» :
ABOHEHT SUVOroV: pefaKTMpoBaHve

Muanseckoe nuuo Cysopos A.B. ABOHEHT SUVOTOV + [loBasuTe pons

O6wWwme NaHHbIe Mpasa Cnyx6b Yenyru Mnarexu 1 CnucaHua PPP-ceccun DokyMeHTLl KommeHTapHi Ayour Euwe ~

faranavana c01.11.2013 no 31.12.2013 = Rc]
[Oara okoHuahua | ¢ 01.11.2013 no 31.12.2013 =]

CocTosHve | [ 3aBeplueHa yeneiwHo [T
@ Hauara
(@ ObHosnexa

(@ Mepauanas

CTpoka 3aBeplueHvs

WpeHTudmrarop
CECCHHM
OrobpasuTe
Ceccum
Wgermupuxarop [fLara Aara OGopygosarue Afpec AnvrensHocts, CTpoka Agpec
Cocrosxmwe Jloruy Cnyxba

ceccHH Havana CKOHHAHHA WHULMaTOpa WHUUMATOPE CEeK 3apeplieHua NAS
1234567-Q-890 31.12.2013 31.12.2013 OGuoeneHa Suvorov-AV VPN Suvorov 10.11.12.13 2400 127001 W

17:18:46 17:58:46 (VPN-koHUeHTpaTop)

Coxpanuts  YDanure

Stop

1. stop_packet.rad

stop_packet.rad

NAS- Por t - Type=Vi rtual ,

Tunnel - Type=PPTP,

Tunnel - d i ent - Endpoi nt =10. 11. 12. 13,
Tunnel -d i ent - Aut h-1d=l ocal ,
Acct - St at us- Type=St op,

Acct - Qut put - Packet s=2998,

NAS- | P- Addr ess=127.0.0. 1,

Acct - Qut put - Cct et s=89587,

Tunnel - Ser ver - Endpoi nt =10. 0. 0. 1,
Acct - Ter mi nat e- Cause=1,

Tunnel - Ser ver - Aut h- | d=vpn25,
Acct - Sessi on- Ti ne=4574,

Tunnel - Medi um Type=I Pv4,

User - Nane=Suvor ov- AV,

NAS- | dent i fi er =vpn25,

Acct - | nput - Packet s=2325,

Franed- | P- Addr ess=10. 11. 12. 13,
Acct - | nput - Cct et s=20897,

Acct - Sessi on-1d=1234567- Q 890,
Acct - Qut put - G gawor ds=0,

Ser vi ce- Type=Fr aned- User,

mpd-i f ace=ng123,

Acct - Li nk- Count =1,

Acct - Aut hent i c=RADI US,

nmpd- bundl e=V- 987,

npd-i f ace-i ndex=123,

Cal l'i ng-Station-1d=10. 11. 12. 13,
Fr anmed- Pr ot ocol =PPP,

Event - Ti mest anp=<Cur r ent - Uni x- Ti mest anp>,
Acct - | nput - G gawor ds=0,

Acct - Mul ti - Sessi on-1d=8412300- V- 987,
mpd- | i nk=V- 987,

NAS- Por t =890



® <Current-Uni x- Ti nestanp>— ,

2. radclient:

Stop

user @erver: ~$ sudo radclient

Sendi ng Accounti ng- Request of
NAS- Port - Type = Virtual
Tunnel - Type: 0 = PPTP

Tunnel -Cdient-Endpoint:0 = "10.11.12.

Tunnel -Cient-Auth-1d:0 = "l ocal "
Acct - St at us- Type = Stop

Acct - Qut put - Packets = 2998

NAS- | P- Address = 127.0.0.1

Acct - Qut put-Cctets = 89587

Tunnel - Server - Endpoint: 0 = "10.0.0. 1"

Acct - Ter mi nat e- Cause = User - Request
Tunnel - Server-Auth-1d: 0 = "vpn25"
Acct - Session-Tinme = 4574

Tunnel - Medi um Type: 0 = | Pv4

User - Nane = "Suvorov-AV"

NAS- I dentifier = "vpn25"

Acct - | nput - Packets = 2325

Franed- | P- Address = 10.11.12.13
Acct-1lnput-Cctets = 20897

Acct - Session-1d = "1234567- Q 890"
Acct - Qut put - G gawords = 0

Servi ce- Type = Franed- User
npd-iface = "ngl23"

Acct - Li nk- Count = 1

Acct - Aut hentic = RADI US

npd- bundl e = "V-987"

mpd-i face-index = 123
Calling-Station-1d = "10.11.12. 13"
Fr aned- Prot ocol = PPP

Event - Ti nestanp = "Dec 31 2013 18: 35:

Acct - I nput-G gawords = 0

-x -f stop_
id 39 to 127.0.0.1 port 1813

(00:00:00 UTC) 1 1970 (Unix-).

packet.rad 127.0.0.1 acct 'testingl23'

13"

00 MBK"

Acct-Mil ti-Session-1d = "8412300- V-987"

npd-link = "V-987"
NAS- Port = 890
rad_recv:

3. HARD:

HARD: /var/log/hydra/hard/hard.log

31.12. 2013 18: 35:
31.12.2013 18: 35:
31.12. 2013 18: 35:
{" NAS- Por t - Type":

57. 213 DEBUG
57. 214 DEBUG
57. 214 DEBUG

SP11081
SP11081
SP11081

Account i ng- Response packet from host 127.0.0.1 port 1813,

"Virtual ", " Tunnel - Type":

i d=39, | ength=20

7x7x7edl- 1388500557. 21 - Request path: /base/ main3
7x7x7edl-1388500557. 21 - Requests in pool: 1
7x7x7edl1l-1388500557.21 - {"req_type":"accounting", "RAD REQUEST":
"PPTP", "Tunnel -d i ent - Endpoi nt":"10. 11. 12. 13", "Tunnel - i ent -

Auth-1d": "l ocal ", "Acct-Status-Type":"Stop", "Acct-CQut put - Packet s": "2998", "NAS- | P- Address":"127.0.0.1","
Acct - Qut put - Cct et s": "89587", " Tunnel - Server - Endpoi nt": "10. 0. 0. 1", " Acct - Ter mi nat e- Cause": "User - Request ", "
Tunnel - Server - Aut h-1d": "vpn25", "Acct - Sessi on-Ti ne": "4574", " Tunnel - Medi um Type": "1 Pv4", " User - Name": "
Suvorov- AV', "NAS- I denti fier":"vpn25", " Acct - | nput - Packet s": "2325", " Fr aned- | P- Address": "10. 11. 12. 13", "Acct -
I nput - Cct et s": "20897", "Acct - Sessi on-1d": "1234567- Q 890", " Acct - Qut put - G gawords": " 0", " Servi ce- Type": "
Franed- User", "npd-i face": " ngl23", "Acct - Li nk- Count": " 1", " Acct - Aut henti c": " RADI US", " npd- bundl e": "V-987","
mpd-i face-index":"123","Cal ling-Station-1d":"10.11.12.13", "Framed- Protocol ": " PPP", "Event - Ti mest anp": " Dec
31 2013 18:35: 00 MsSK", "Acct-Input-G gawords":"0","Acct-Milti-Session-1d":"8412300-V-987", "npd-1ink":"V-
987", "NAS-Port":"890"}, "aaa_serv_code": "RADI US- VPN', "RAD CHECK": {}}

31.12. 2013 18:35:57.214 DEBUG
DB connection acquired
31.12.2013 18: 35:57.214 DEBUG
Mongo connection acquired

SP11081

SP11081

7x7x7edl-1388500557.21 - Filter Oracl eConnection/ main:

7x7x7edl-1388500557.21 - Filter MngoConnection/ main:

31.12.2013 18: 35:57. 215 DEBUG SP11081 7x7x7edl-1388500557.21 - netservs: try to get data from cache,
search conditions: {'aaa_serv_code': 'RADI US-VPN, 'address': '127.0.0.1'}

31.12.2013 18: 35:57. 215 DEBUG SP11081 7x7x7edl-1388500557.21 - netservs: search in cache get time 0 ns
31.12.2013 18:35:57. 215 DEBUG SP11081 7x7x7edl-1388500557.21 - netservs: cache hit, entry id:


http://ru.wikipedia.org/wiki/UNIX-%D0%B2%D1%80%D0%B5%D0%BC%D1%8F

52¢29204f c021d7c73d5f 273

31.12.2013 18: 35:57. 223 DEBUG SP11081 7x7x7edl-1388500557.21 - netservs: get data fromdb

31.12. 2013 18: 35:57. 223 DEBUG SP11081 7x7x7edl-1388500557.21 - netservs: total search tine: 8 ns
31.12.2013 18: 35:57. 224 DEBUG SP11081 7x7x7edl-1388500557.21 - user equip: try to get data from
cache, search conditions: {"auth_type': "login', 'netserv_id : 40223001, 'login': 'Suvorov-AV,
'aaa_serv_id : 40223501}

31.12.2013 18: 35:57. 224 DEBUG SP11081 7x7x7edl-1388500557.21 - user equip: search in cache get tine 0
ns

31.12.2013 18: 35:57. 224 DEBUG SP11081 7x7x7edl-1388500557.21 - user equip: cache hit, entry id:
52¢29204f c021d7c73d5f 274

31.12.2013 18: 35:57. 224 DEBUG SP11081 7x7x7edl-1388500557.21 - user equip: get expired cache, expire:
2013-12-31 14: 27: 38. 645000

31.12.2013 18: 35:57. 224 DEBUG SP11081 7x7x7edl-1388500557.21 - Create accounting cache (_id =
52c2d64df c021d3070b61a3a) for Stop packet

31.12.2013 18: 35:57. 225 DEBUG Result status: 200, body: {"result": 2}

31.12. 2013 18: 35:57. 225 DEBUG SP11081 7x7x7edl-1388500557.21 - Request processing finished. Time
el apsed: 11ms

31.12. 2013 18: 35:57. 225 DEBUG SP11081 7x7x7edl-1388500557.21 - Filter MongoConnecti on/ main:
Mongo connection rel eased

31.12. 2013 18: 35:57. 225 DEBUG SP11081 7x7x7edl-1388500557.21 - Filter Oracl eConnection/ nain:

DB connection rel eased

31.12. 2013 18:35:57.225 I NFO ReqType: accounting

Cccur Dat e: 2013-12-31 18: 35: 57. 225666

Request: User- Name="Suvorov- AV', Acct - Sessi on- |1 d="1234567- Q 890", NAS- | P- Addr ess="127. 0. 0. 1"

Result: 2

4. « » «PPP—»
ABOHeHT suvorov: pegakTipoeaHve

duanueckoe NMUo Cysopos A.B. AGOHEHT SUVOroV + [obasuTs pons
OblWwwe NaHHbIe MNpasa Cny»Bit Yenyru Mnarexu 1 cnucaHra PPP-ceccun JLOKYMEHTH! KommeHTapuu Aynur Ewe ~ B
[LaraHaana ¢ 01.11.2013 no 31.12.2013 Mme
[Hara okoHyanua | ¢ 01.11.2013 no 31.12.2013 Be
Gacrosve | (@ 3asepuena yonewro ™
# Hauara
(@ OfHoanena
( Nepeuuxan
CTpoKa 3aBeplIeHNs
peHTwdmxaTop
ceccun
OrobpasuTe
Ceccum
Unerriepukarop [Jlara Jara Ofof Aapec A T8, CTpoKa Anpec
CocrosHue  florwH CnyxGa
cecciu Havana OKOHYEHHA HHAUMETODA  MHMYMaTOpA CEK sapepuenns  NAS
1234567-Q-890 31.12.2013 31.12.2013 3asepwenHa Suvorov-AV VPN Suvorov 10.11.12.13 4574 User-Request 127.0.0.1 W
17:18:46  18:35:00  ycnewHo (VPN-KeHUeHTpaTop)

CoxpanuTs | YAanuTs
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