iptables Docker Engine

docker- - DNAT . I NPUT docker-

docker', FORWARD, DOCKER- USER.

0]

# DO NOT FORGET TO RESTART DOCKER ENG NE AFTER APPLYI NG | PTABLES RULES

*mangl e

: PREROQUTI NG ACCEPT [ 0: 0]
: I NPUT ACCEPT [ 0: 0]

: FORWARD ACCEPT [ 0: 0]

: QUTPUT ACCEPT [0: 0]

: POSTROUTI NG ACCEPT [ 0: 0]
COW T

*nat

: PREROUTI NG ACCEPT [ 0: 0]
: I NPUT ACCEPT [ 0: 0]

: OQUTPUT ACCEPT [ 0: 0]

: POSTROUTI NG ACCEPT [ 0: 0]
COWM T

*filter

- I NPUT ACCEPT [ 0: 0]

-A INPUT -mstate --state RELATED, ESTABLI SHED -j ACCEPT
-AINPUT -i lo -j ACCEPT

-AINPUT -p icnmp -j ACCEPT

# Docker traffic

-A INPUT -i dockerQ -j ACCEPT

-A INPUT -i br-+ -j ACCEPT

# Latera G

-A INPUT -s 188.120.244.146 -j ACCEPT

-A INPUT -s 5.63.158.193 -j ACCEPT

-A INPUT -j DROP

: FORWARD ACCEPT [ 0: 0]

: QUTPUT ACCEPT [ 0: 0]

: DOCKER- USER - [ 0: 0]

- A DOCKER- USER -m state --state RELATED, ESTABLI SHED -j RETURN
# Docker traffic

- A DOCKER- USER -i docker0 -j RETURN

- A DOCKER- USER -i br-+ -j RETURN

# Latera G

- A DOCKER- USER -s 188.120.244.146 -j RETURN

- A DOCKER- USER -s 5.63.158.193 -j RETURN

# HTTP(S)

-A DOCKER- USER -p tcp -mconntrack --ctdir ORIG NAL --ctorigdstport 80 -j RETURN
-A DOCKER- USER -p tcp -mconntrack --ctdir ORIG NAL --ctorigdstport 443 -j RETURN
- A DOCKER- USER -j DROP

COW T

1. docker- DOCKER- USER, -— | NPUT.
2. DOCKER- USER RETURN, Docker Engine.
3. DOCKER- USER conntrack, DNAT



iptables  (, /etc/ network/iptabl es.up.rules Debian /etc/sysconfig/iptables Oracle Linux) Docker Engine.

1 iptables;

2. Docker Engine (: sudo systemctl stop docker,  docker-, );
3. iptables;

4. Docker Engine (: sudo systemctl start docker)

5

docker- ( ).
@ Docker Engine iptables . ,  Docker Engine (. https://github.com/moby/moby/issues/12294).
iptables Debian Linux iptables-apply ( ;) iptables,
1. iptables « ». iptables,

2. iptables . («») docker' ,


https://wiki.hydra-billing.ru/pages/viewpage.action?pageId=46172474
https://man7.org/linux/man-pages/man8/iptables-apply.8.html
https://github.com/moby/moby/issues/12294
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