®  proxy

® base
L]
L]
® — authorize
L]
L]
® — authenticate
.
® - — post_auth
® — accounting
® : Start, Stop, Interim-Update
.
® Accounting-On Accounting-Off
L]
L]
® «»
® Accounting-On Accounting-Off
L]
L]
@ . pl ugi ns <pl ugi n_nane> <pl ugi n_i nst ance_nane>, <pl ugi n_nane>— , <pl ugi n_i nst ance_nane>—

proxy

Perl- har d. pm FreeRADIUS proxy,

pl ugi ns proxy <plugi n_i nstance_nane> routes

.. , , plugins proxy <plugin_instance_nanme> default .

pl ugi ns:
proxy:
dhcp:
routes:
base/ dhcp-082: $request. RAD_REQUEST. try("DHCP- Rel ay-Circuit-1d"). present ?()
base/ dhcp-ip-private: $request. RAD REQUEST. DHCP-C i ent - | P- Address. pri vate_i p4?()

default: "base/dhcp-ip-public"

HARD base, . FreeRADIUS DHCP-. proxy/dhcp HARD. proxy/ base

1. DHCP- Rel ay-Circuit-1d, dhcp-082 base. FreeRADIUS.
2. DHCP-Cl i ent - | P- Addr ess ( DHCP-Rel ay-Circuit-1d) IP-, dhcp-082 base. FreeRADIUS.

base

, FreeRADIUS.

pl ugi ns base <pl ugi n_i nstance_nane> cal | _stack


https://wiki.hydra-billing.ru/pages/viewpage.action?pageId=39683017

1. (), after-

3: () Before-.

— IPoE- IP- Cisco ISG

pl ugi ns:
base:
i sg-i poe-by-ip:
cal | _stack:
#
- set_tag_before/request_type

#
- reject_on_error/nain

- check_attr_before/finish_processi ng_of _unnecessary_accounting

- set_tag_before/base-sessi on-accounting

# 1SG | POE- SC- | NET- <Rat e>- <Bur st >

- set_tag_before/auth-internet-access-isg-service

- match_before/get _speed_|linit_values_for_internet-access-isg-service

- format _after/set_cisco-service-info_attr_for_internet-access-isg-service

- map_after/add_prefix_to_isg-services

pl ugi ns base <pl ugi n_i nst ance_nane> acti ons

s . 4 FreeRADIUS:

PoNP
.

, FreeRADIUS : http://wiki.freeradius.org/guide/Concepts.

— aut hori ze
RADIUS- HARD :

1,

2. RADIUS-

pl ugi ns base <pl ugi n_i nstance_nane> actions authorize custoner_profile plugins base <plugin_i nstance_nane> actio

ns authorize provider_profile . $custonmer _profil e $provider_profile, — $bind_id.
sear ch_cache (MongoDB). , query. () . ,, . — IPOE-,
set_ , $bind_id( ) , plugins base <plugin_instance_name> actions authorize de

by fault_bind_type.
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set _by.

$in.

set _first_fromcustoner_p filter ,
rofile
set _first_fromprovider_p filter
rofile
query key: val ue search_cache
val ue ,
filt key: val ue
er ,
— IPoE- VLAN' MAC-
pl ugi ns:
base:
j mx5-qi nq:
actions:
aut hori ze:
custoner _profile: &customer_profile
set _by: search_cache
query:
MAC- Addr ess:
provider_profile: &provider_profile
set _by: search_cache
query:
Swi t ch- VLAN: $var. Renpte-Circuit-1ds. Remote_Id
Swi t ch- Port - Code:
def aul t _bi nd_type: network_connection
— DHCP Option 82
pl ugi ns:
base:
se-i poe- by-082:
actions:

aut hori ze:
provider_profile:
set _by: search_cache
query:

. : DHCP Option 82, Q-in-Q VLAN ..

key: val ue
key (, MAC-), (,IP-).
r , IP-, map_before IP-

$request . RAD_REQUEST. User - Nane. nor mal i ze_nac()

$var. Renpte-Circuit-lds.Circuit_Id

Swi tch-1P: $request. RAD_REQUEST. Agent - Renot e- | d. substri ng(6).unhex()

Swi t ch- Port - Code: $request. RAD_REQUEST. Agent-Circuit-1d.substring(12).to_i (16)

custoner _profile:

set_by: set_first_fromprovider_profile
filter:
Aut h- Schene: ' " DHCP+L2TP"'

MAC- ,

set _first_fromcustoner_profile set_first_fromprovider_profile

’

set _by.


https://wiki.hydra-billing.ru/pages/viewpage.action?pageId=39682960
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pl ugi ns:
base:
| 2t p- by-1 ogi n:
actions:
aut hori ze:

custoner _profile: &custoner_profile

set _by: search_cache
query:

L2TP-Logi n: $request. RAD_REQUEST. User - Nane. | ower (). regexp_replace("@*$|\\\\t|\s")
Aut h- Schene: ' " DHCP+L2TP"'

provider_profile: {}

$request .
$cust oner_profile.
$provi der_profile.
$bi nd_i d.
before- $var S$context.

pl ugi ns base <pl ugi n_i nstance_nane> actions authorize reply .

condition

tenpl ate RAD_CHECK Kkey: val ue

tenpl ate RAD_REPLY Kkey: val ue

tenpl ate result $rim
0 N
@ ., , render_reply after.

(D RAD CHECK RAD REPLY ' *'

B ’

RAD _CHECK , key — RADIUS-, value— , . value

4 Cl eart ext - Passwor d
®  Pool - Nane IP-.
. Aut h- Type Reject Accept

RAD_REPLY , key — RADIUS-, value— , . value
FreeRADIUS.
® FrimOK— .

® $rlmREJECT —

o after-

, « RADIUS- — ». , . , except.

1

RAD_CHECK FreeRADIUS

, ,,C sco-AVPair.


https://wiki.hydra-billing.ru/pages/viewpage.action?pageId=39683017
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http://wiki.freeradius.org/modules/Rlm_perl#return-codes
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— IPoE Cisco ISG

pl ugi ns:
base:
i sg-i poe-by-ip:
actions:
aut hori ze:
reply: &default_reply
# 1SG | POE- SC-| NET- <Rat e>- <Bur st >

- condition: $context.has_tag?("auth-internet-access-isg-service") and $request. RAD_REQUEST. User -

Nane. | i ke?( "~ POE- SC- | NET(-\ d+) {2} $")
tenpl ate:
RAD CHECK: &default_rad_check
# RAD CHECK , «»
"*': $request. RAD_CHECK. except (" d eart ext - Passwor d")
# I P-, .
# Fr eeRADI US «»
Cl eart ext - Password: $request. RAD_REQUEST. User - Passwor d

RAD_REPLY:
Ci sco- AVPai r:
- '"subscriber:accounting-list=HYDRA-| PCE"'
""ip:traffic-class=in access-group name | POE- ACL- ALL- TRAFF priority 1000"'
- ""ip:traffic-class=out access-group nanme | POE- ACL- ALL- TRAFF priority 1000""
Acct-InterimliInterval: '"300"

result: $rlm oK

H# -
- condition: $custonmer_profile.null?()
tenpl ate:
RAD_CHECK:
Aut h- Type: '"Reject"’

RAD_REPLY:
Repl y- Message: '"lncorrect |P address

result: $rl m NOTFOUND

#
- condition: $custonmer_profile.attributes.try("Internet-Access-Service-State") ==
" SERV_STATE_Pr ovi si on"
tenpl ate:
RAD_CHECK:
<<: *defaul t_rad_check

RAD_REPLY: &ok_rad_reply
Ci sco- AVPai r: '"subscri ber:accounting-1ist=HYDRA-| PCE""
Acct-InterimliInterval: '"300"
I dl e-Ti meout: '"86400""
Ci sco- Account -1 nfo: $custoner_profile.attributes.|SG |PoE-Services.split(",")

result: $rlm oK

#
- tenplate:
RAD_CHECK:
<<: *defaul t_rad_check

RAD_REPLY:
<<: *ok_rad_reply
G sco- Account - | nf o:
' "1 PCE- SC- REDI RECT"'
' "1 POE- SC- OPENGARDEN"*

result: $rlm oK



— aut henticate

RADIUS- HARD pap, eap, mschap ..
1.
2.
3
aut hori ze. , , authorize— , YAML-
1. Si mul t aneous- Use ,
2. . ..
3. , simultaneous-limt-exceeded.

, after-.,, «»,


https://en.wikipedia.org/wiki/YAML#Repeated_nodes

pl ugi ns:
base:
| 2t p- by- 1 ogi n:
actions:
aut hori ze:

aut henti cate:
custoner_profile:
# aut hori ze
<<: *custoner_profile

provider_profile: {}

reply:
#
- condition: $context.has_tag?('sinultaneous-Ilinit-exceeded')
tenpl ate:
RAD_REPLY:

Repl y- Message: '"You are already |ogged in"'
result: $rlm REJECT

# 1P-
- condition: ' $custoner _profile.attributes.try("Internet-Access-Service-Status") ==
" SERV_STATE_Pr ovi si on"
and $custoner_profile.attributes. Real -1 P-Address.ip4?()"
tenpl at e:
RAD_REPLY:
Acct-Interimlinterval: '"300""
Ci sco- AVPai r:
- ""ip:vrf-i d=REAL"'
""ip:ip-unnunber ed=I oopback221"'

Class: $custoner_profile.attributes.L2TP-d ass. coal esce("7")

Franed- | P- Address: $custoner_profile.attributes. Real -1 P-Address

I dl e-Ti meout: '"86400"'

result: $rimoK

# 1P-
- condition: $custoner_profile.attributes.try("Internet-Access-Service-Status") ==
" SERV_STATE_Pr ovi si on"
tenpl ate:
RAD_REPLY:
Acct-InterimliInterval: '"300"
Ci sco- AVPai r:
- "Miprvrf-i d=NAT"!
- ""ip:ip-unnunber ed=l oopback220"'
Class: $custoner_profile.attributes. L2TP-d ass. coal esce("5")
Framed- Pool : ' "NAT-1"'
I dl e-Ti meout: '"86400""

result: $rim oK

# ()
- tenplate:
RAD_REPLY:
Acct-Interimlinterval: '"600""
Ci sco- AVPai r:
- "Miprvrf-i d=NOPAY"!

- i p:i p-unnunber ed=l oopback222""
Gi sco-Service-Info: '"QU; 256000; 9600; 9600; D; 256000; 9600; 9600""

Framed- Pool : ' " FREE- DNAT"'
I dl e-Ti meout: '"86400""
mpd-limt:

' "out #100=al | shape 256000 pass"'
- '""in#l00=al | shape 256000 pass"'
Sessi on-Ti meout: ' "86400""

result: $rim oK



-— post_auth

FreeRADIUS HARD, , DHCP-c. FreeRADIUS.

, IP-, FreeRADIUS. IP- RADIUS-, - , 1P~
, authorize:

1.

2.

aut hori ze.

- — FreeRADIUS DHCP- 82

pl ugi ns:
base:
dhcp- by- 082:
actions:
post _aut h:
provider_profile:
set _by: search_cache
query:
Swi tch-1 P: $request. RAD_REQUEST. DHCP- Rel ay- Renot e- | d. substri ng(6).unhex()
Swi t ch- Port - Code: $request. RAD_REQUEST. DHCP- Rel ay-Circui t-1d. substring(12).to_i (16)
custoner _profile:
set _by: set_first_fromprovider_profile
filter:
Aut h- Schene: ' " DHCP+L2TP"'
reply:
#
- condition: ' $cust oner _profile.present?()
and S$custoner_profile.attributes. DHCP-1P- Address. i p4?()
and $customer_profile.attributes. DHCP- Gat eway- | P. i p4?()
and $customner_profile.attributes. DHCP- Subnet - Mask. i p4_mask?()"’
tenpl at e:
RAD_REPLY:
DHCP- Dorrei n- Nane- Ser ver :
'"192.168. 11. 15"
'"192.168. 11. 16""
DHCP- | P- Addr ess- Lease-Ti ne: ' "86400"'
DHCP- Rout er - Addr ess: $custoner _profile. attributes. DHCP- Gat enay- | P
DHCP- Subnet - Mask: $cust onmer _profile. attributes. DHCP- Subnet - Mask
DHCP- Your - | P- Addr ess: $cust omer _profile. attributes. DHCP- | P- Addr ess
result: $rimoK
# -
- condition: $custoner_profile.null?()
tenpl at e:
RAD_REPLY: {}
rej ect _reason: '"Custoner equipnment profile not found // Option 82"'
result: $rlm REJECT
# /-
- tenplate:
RAD_REPLY: {}
reject_reason: '"Not valid custoner equiprment profile // Option 82"'
result: $rlm REJECT
— accounting
Event - Ti nestanp , Acct-Del ay-Ti ne. pl ugi ns base <pl ugi n_i nstance_nane> actions accounting event _timestanmp fo

r mat en_US. UTF- 8. datetine.strptinme Python.


https://wiki.hydra-billing.ru/pages/viewpage.action?pageId=39683040
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. Start, Stop, Interim-Update

pl ugi ns base <pl ugi n_i nstance_nane> acti ons accounting session unique_id_attribu

: MD5- (Acct - Session-1d) ,
tes.
sessions . , , —
1
ty- . t (t; -... accounting session lookup hours) () (, ), t; (t, - ... accounting session lookup timed_out_days)( ). -, batch ,
-(-) batch , ,, , . ... accounting session lookup additional_hours ( ).

, customer_profile provider_profile plugins base <plugin_instance_nane> actions accounti ng. aut h

ori ze. , , authorize— , YAML-

@ new session. ,, . ]

pl ugi ns base <pl ugi n_i nst ance_nane> acti ons accounting session tenplates .

condition T, ,
attributes key: , . key — , value — , . value
val ue
, Stop- Acct - Ter mi nat e- Cause,
tenpl ate key: , key — RADIUS-, val ue — , . value , . , ,,,Cisco-AVPair.
val ue.
services : s

® serv ® service_id—

ice_ * value — , .
id ® unit — 1 byt es, ki | obyt es, megabyt es, gi gabyt es, seconds, m nut es, hour s, days, nont hs, bi
¢ val ue ts_per_second, ki | obi ts_per_second, negabi t s_per _second.
® unit
, : Acct - | nput - Cct et s, Acct - Qut put - Cct et s, Acct - | nput - G gawor ds Acct - Qut put -
G gawords , ,

® $request. RAD REQUEST. Acct- I nput-Cctets.to_i () + 4 * $request. RAD REQUEST. Acct -

I nput - G gawords. to_i (). gi gabytes()
® $request. RAD REQUEST. Acct-Qut put-Cctets.to_i() + 4 * $request. RAD REQUEST. Acct -

Qut put - G gawords. to_i (). gi gabytes()

service_profile , . ,

tenmplate_id

| oad_t o_hydra true,fa |, . - «
| se

0 D, =

,  $session. ,, ,


https://freeradius.org/rfc/rfc2866.html#Acct-Session-Id
https://en.wikipedia.org/wiki/YAML#Repeated_nodes
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accounting — L2TP- -

pl ugi ns:
base:
| 2t p- by-1 ogi n:
actions:
aut hori ze:

aut henti cate:

accounti ng:
# ,
custoner_profile:
<<: *custoner_profile

#
provider_profile: {}

session:
#
uni que_id_attributes: [User-Nanme, NAS-|P-Address, Franed-|P-Address, NAS-Port]

#
tenpl ates:
#

- condition: ' $custoner _profile.attributes.try("Service-State-Code") == "SERV_STATE_Provi si on"
or $session.attributes.try("Service-State-Code") == "SERV_STATE_Provi si on"’

attributes: &session_attributes
Cal ling-Station-1d: $request. RAD REQUEST.try("Calling-Station-1d")
Cal | ed-Station-1d: $request. RAD REQUEST.try("Cal |l ed-Station-1d")
Franed- | P- Address: $request. RAD_REQUEST. try(" Franmed- | P- Addr ess")
NAS- I dentifier: $request. RAD REQUEST. NAS-Identifier
NAS- | P- Addr ess: $request. RAD_REQUEST. NAS- | P- Addr ess
Servi ce- St at e- Code: $custoner _profile.attributes.try("Service-State-Code")
Session-Tenplate: '"Full access session"'
User - Nanme: $request. RAD_REQUEST. User - Nane

#
# —
services:

# o« .»

- service_id: 40213701
val ue: $request. RAD REQUEST. try("Acct-CQutput-Cctets”, "0").to_i() + 4 * $request.
RAD_REQUEST. try("Acct - Qut put - G gawords"”, "0").to_i().gigabytes()
unit: bytes

# o« .»
- service_id: 40213501
val ue: $request. RAD REQUEST.try("Acct-Input-CQctets™, "0").to_i() + 4 * $request. RAD REQUEST.
try("Acct-Input-G gawords", "0").to_i().gigabytes()
unit: bytes

# —
- condition: ' $custoner _profile.null?()
and $session. custoner_profile_id. empty?()’
attributes:
<<: *session_attributes
Sessi on-Tenpl ate: '"CQuest session"'
| oad_to_hydra: false
# —

- attributes:
<<: *session_attributes
Session-Tenplate: '"Restricted session"'

services: {}



accounting — Cisco ISG -

pl ugi ns:
base:
i sg-i poe-by-ip:
actions:
aut hori ze:

aut henti cate:

accounti ng:
# , I P-
custoner _profile:
<<: *custoner_profile

#
provider_profile: {}

sessi on:
tenpl ates:
#
- condition: $request.RAD REQUEST. try("Ci sco-Service-Info").enmpty?()

attributes: &session_attributes
User - Nanme: $request. RAD_REQUEST. User - Nane
NAS- | P- Addr ess: $request. RAD_REQUEST. NAS- | P- Addr ess
NAS- Port-1d: $request. RAD_REQUEST. NAS-Port-1d
Ci sco- AVPai r: $request. RAD_REQUEST. Gi sco- AVPai r
Ci sco-Service-1nfo: $request. RAD REQUEST. try("Ci sco-Service-1nfo")

#
- condition: $request. RAD_REQUEST. Ci sco- Servi ce-Info.like?("~N POE-SC- (I NET| NI GHT) -. +$")
attributes:
# ,
<<: *session_attributes

services:
# o« .»
- service_id: 40213501
val ue: $request. RAD REQUEST.try("Acct-Input-Cctets”, "0").to_i() + 4 * $request. RAD REQUEST.
try("Acct-Input-G gawords", "0").to_i().gigabytes()
unit: bytes

# o« .>»
- service_id: 40213701
val ue: $request. RAD REQUEST.try("Acct-Qutput-CQctets”, "0").to_i() + 4 * $request.
RAD_REQUEST. t ry(" Acct - Qut put - G gawords", "0").to_i().gigabytes()
unit: bytes

service_profile:
# «| POE - »
tenplate_id: 25244901

#
- condition: $request.RAD REQUEST. Ci sco- Service-Info.like?(""N POE-SC (LOCAL| PRI VATE) $")
attributes:
# ,
<<: *session_attributes

services:
# o« .»
- service_id: 40214001
val ue: $request. RAD REQUEST.try("Acct-Input-Cctets”, "0").to_i() + 4 * $request. RAD REQUEST.
try("Acct-Input-G gawords", "0").to_i().gigabytes()
unit: bytes

# o« .»
- service_id: 40214201
val ue: $request. RAD_REQUEST.try("Acct-Qutput-Cctets”, "0").to_i() + 4 * $request.



RAD_REQUEST. t ry( " Acct - Qut put - G gawords", "0").to_i().gigabytes()

unit: bytes

service_profile:
# «| POE - »
tenplate_id: 25245101

# o,
- attributes:
# ,
<<: *session_attributes

service_profile:

# «| POE - »
tenplate_id: 25245101

Accounting-On Accounting-Off

, Acct-Status-Type Accounting-On Accounting-Off, RADIUS-
, on/of f-. plugins base <pl ugi n_i nstance_name> actions accounting on_off_attributes key:value, key — , val ue
@ on/off-, on_off_attributes pl ugi ns base <pl ugi n_i nstance_nane> actions accounti ng session tenpl ates at
tributes.
o accounting ,
on/off- — NAS-IP-Address  on/off-
pl ugi ns:
base:
ran-by-1 ogin:
actions:
aut hori ze:

aut henti cate:

accounti ng:
session:
tenpl ates:
- attributes:

NAS- | P- Addr ess: $request. RAD_REQUEST. NAS- | P- Addr ess

User - Nanme: $request. RAD_REQUEST. User - Nane

on_of f _attributes:

NAS- | P- Addr ess: $request. RAD_REQUEST. NAS- | P- Addr ess

pl ugi ns base <pl ugi n_i nst ance_nane> acti ons <acti on_nane> hooks

<hook_t ype>/ <hook_i nst ance_nane>, <hook_type>— , <hook_i nstance_nanme> —

0)

HARD batch. , ., ., 3


https://tools.ietf.org/html/rfc2866#section-5.1
https://wiki.hydra-billing.ru/pages/viewpage.action?pageId=39683040

letc/cron.d/hard

# HARD RADI US accounting | oader
*[3 * *oxox hard /opt/hydra/hard/init/hard.sh -f /etc/hydra/hard batch &>/ dev/null

@ :

sessions — . . s . service_profile tenplate_id ,
EP_SESSIONS . , , EX DATA COLLECT, « RADIUS- ».
| oad_seances . , HARD , .

«»

,plugins base <plugin_instance_nane> actions accounting session | ookup hours ,

(D RADIUS-  RADIUS-.
U , RADIUS- Accounti ng- On Accounting-Of. —
C . 1525 (Acct-Interimlnterval), ,
e - RADIUS-. , ,, RADIUS-, RADIUS-.

Accounting-On Accounting-Off

accounting . ,

L4 .
on/off-.
® on/off-,

, plugins base <plugin_instance_nane> actions accounti ng session | ookup tined_out_days,

Accounting-On Accounting-Off.


https://wiki.hydra-billing.ru/pages/viewpage.action?pageId=39682974
https://freeradius.org/rfc/rfc2869.html#Acct-Interim-Interval

	Плагины

